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Real Security. In Real Time.

Real Security. In Real Time.

Install it at Breakfast, Be a Hero by Lunch

Commtouch Enterprise Anti-Spam Gateway

An instantly deployed enterprise-grade solution designed for any type of network, Commtouch’s Enterprise Anti-
Spam Gateway protects over 50 million mailboxes worldwide from spam and malware. This powerful solution
delivers all of the features corporate networks need: real-time blocking, best accuracy/detection in the industry-
including for image-based spam-coupled with powerful IT-management and an intuitive user interface.

REAL-TIME

“Commtouch’s RPD approach detects and blocks spam
in the first few minutes of an outbreak, unlike other
anti-spam approaches.” IDC

Given the phenomenal distribution rates of today’s spam
and malware, real-time protection is a must. A vulnerability
gap of just 10 minutes can significantly reduce performance.
The Commtouch solution achieves consistently superior
performance thanks to its unique ability to detect spam and
malware outbreaks as soon as they emerge, and to block
all associated messages in real time.

Lifecycle of a Typical Outbreak

Distribution sources 10,000+

Average attack volume +100M messages

Average distribution duration 2-3 hours

vast amounts of missed
spam and malware

Result of 10 minute
lag in detection

ENTERPRISE-GRADE

Designed for under half-hour deployment in any email
platform, the Commtouch Enterprise Anti-Spam Gateway
has been implemented by over a thousand enterprises
across the globe. It delivers all the advantages network
managers need most: full automation with zero
maintenance, flexible deployment, and powerful end-user
capabilities with no user installation.

ACCURATE

Since upgrading to Commtouch Enterprise Anti-Spam,
we forgot what image-based spam is.

Stephen Laughlin, Academy of Television Arts & Sciences

Commtouch’s RPD technology is very good at
recognizing legitimate emails, so we are confident that
we are receiving all of our business related email.

Gareth Wright, ITV plc

Many vendors are trying to fight spam, Commtouch is
winning.
Frank Gullotti, Emptoris

ADVANCED EMAIL DEFENSE

Today’s viruses, worms and Trojans target the primary
weakness in anti-virus technology: the time it takes for
new signatures or heuristics to be developed and
distributed. Commtouch Anti-Spam now incorporates new
Zero-Hour™ Virus Outbreak Protection to shield enterprises
in the earliest moments of malware outbreaks, and right
through as new variants emerge.

www.commtouch.com
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How it Works

Commtouch Enterprise Anti-Spam Gateway
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The Commtouch Enterprise Anti-Spam Gateway consists of two elements: a software gateway installed inside the corporation,
and the Commtouch Real-Time Detection Center based on RPD technology.

Recurrent Pattern Detection™ (RPD) Patented Technology

Spam and dangerous malware are evolving at a frantic pace.
Spam is continuously modified to stay far ahead of anti-
spam filters. Malware is distributed with thousands of
simultaneous variants, which are impossible for traditional
anti-virus engines to catch. To avoid these pitfalls, RPD
entirely circumvents analysis of individual messages. Rather,
it detects and blocks outbreaks based on their rapid and
massive distribution.

The RPD approach overcomes one of the most pressing
issues in the industry: response time to new threats. RPD
detects outbreaks as soon as they emerge, with no need to
analyze each message. Thanks to its content agnostic nature,
RPD is effective against spam and malware in any language
or format, including image-based spam.
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Enterprise-level feature-set includes:

® Scalable deployment scenarios

m Quick installation and configuration, no maintenance
necessary

m Sypports multiple LDAP servers
B Processes >1.7 million messages,/day on a single Gateway

B Real-time reporting engine )

Commtouch Enterprise Anti-Spam Gateway

The Enterprise Gateway 5.0 communicates with the Remote
Detection Center in real-time, obtaining up-to-the-second
information on spam and malware outbreaks. The Gateway
offers flexible management and an intuitive user interface.
Compatible with any email platform, it is quickly deployed
in any enterprise network, with single or multiple entry
points.

Diverse deployments including:

m Top US and European universities

m Fortune 500 healthcare organizations

m Governmental installations of +10,000 seats

m First grade finance & legal firms

m Technology vendors, aviation industry and more

Easy and intuitive user-interface:

® Sypports any email client

m User-level and site-level quarantine and policies

® Optional web-based interface

® Scheduled notifications about quarantined messages
® Optional plug-in for MS-Outlook®
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Visit us at: www.commtouch.com
US: sales-us@commtouch.com or (650) 864-2114

EMEA: sales-intl@commtouch.com or +972-9-8636818
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