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Fighting Spam, Phishing and Malware  
Spam, phishing and email-borne malware such as 

viruses and worms are most often released in large 

quantities in a relatively short period of time, 

causing global damage of tens of billions of dollars 

annually. Although many methods to combat these 

threats have been developed throughout the past 

several years, a common deficiency of most of these 

methods is that they lack the ability to adapt quickly 

enough to the rapid change of distribution and 

infiltration techniques invented by spammers and 

malware authors.  

The objective of this document is to discuss the 

characteristics of these threats, the challenges facing 

technologies that aim to mitigate these attacks, and 

describe how the Commtouch solution protects 

against all types of email-borne threats.  

The challenges of accurate detection 

Detecting spam, phishing and malware presents a range of challenges: 

¶ Spam Detection: In composing spam messages, spammers use 

sophisticated tactics to evade existing spam detection applications. This 

includes covering the tracks to the spammers, manipulating or hiding the 

commercial URLs, use of non-English words and phrases and a host of 

other methods. Typically a spam outbreak will only last a few hours and be 

launched from a network of zombie machines. To complicate the detection 

process, each message within the spam outbreak can be composed 

differently and employ more than one evasion technique.  

¶ Phishing Detection:  Phishing messages appear to be from genuine or 

credible sources. Like spam, phishing messages can be sent in any 

language or format in attacks that typically last only a few hours and can 

also be launched from zombie machines.  


