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Case Study: CATV Operator and ISP Deploys matriXscan APEX with SPAM

Commiouch Global View Mail Reputation and AntiSpam Technology = (val eTet »
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“Transparent™ Anti-SPAM Measures Requires ( — )
No Modifications fo the Current Email System ( — )

e

Troubled by a rapid increase in the number of SPAM email messages, Mediatti Communications, Inc., a Cliert PCs
Multiple Systerms Operatar servicing seven CATY systems across Japan carefully researched and
compared various anti-SPAM products available in the market, and selected "matri¥scan APEX," an anti-
SPAM appliance by imatrix Corporation that incorporates Commtouch GlobalView™ Mail Reputation and

Anti-Spam. This article examines the reasoning behind the Mediatti's decision and its effectiveness.

Screenshot #1 [Left] The email settings
Figure 1 ® A0 example of matri¥scan APEL page in matri¥zcan APEY; [Right] Wall-

implemerntations. The transparent nature of the designed 5P reports. Al settings can be
arti- 5 P4l appliance provides many benefits .

managed from the user-friendly Web interface.”

Rapid Increase in SPAM
Email Raised Concern for
Delays in Legitimate Email
Deliveries

Az aMultiple Systems Operator,
Mediatti Conenunications, Inc.
provides ite affiliate Tapanese CATV
systems with support services such
as consolidated call-center
operations, integrated accounting
and customer management systems,
joitit purchasing of equipment and
programs, and integrated matketing
activities. The company also
transmits a multiple-channel
broadeast program called "I ediatt
TV." and supplies high-speed
Internet service, "IMediatti NET" for
its affiliate CATV station
subsctibers,

While providing these services, a
problem emerged -- Mediatti began
receiving cotuplaints from an
increasing number of Mediatti NET
users who were unhappy abowt the
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excessive amount of SPAM eraail they
were recelving. s, Rina Suzuki,
TWlediatti's Information Technology
marager, coratnented, "We have supplisd
an optional ernail filtering service to owr
custormers. Howewer, the filter alone was
not good enough to prevent the recent
flood of SP A ermail messages from
reaching our custormers.”

If this situation had remained unchecked,
the users’ dissatisfaction would have
continued, and the corapany’s ernail
sryetern load would heve increased due to
increased need for enror response handling
of bounced SPAN ernail, causing
possile delays in legitimate email
deliveries. Ilediatti erabarked on its
search for a new anti-SPAN measures.

Prerequisite: Neo
Meodification to Current
Email Configuration

Unfortunatelsy, Mediatti could not
sitnply add a newr softweare or appliance
product to the exsting ernal systerm in
order to strengthen their anti-SPAN
capahilities. As Is. Suzuki commented,
Tvlediathi already had an ernail filtering
service in place. A dding another layer of
product could ineoreendence their nsers
with another SPAM mailbox orby
herving to alter the way they access their
ernail services.

In addition, a large-scale change in their
ernail systerm confimuration would require
a large itvvestment of money and time, for
systern design all the way through
relighility tests.

"lediatti's email service lets the SWTE
server guery the LDAP server for each

user's ernall settings to deterrnine, for each
uget, things like which filtering riles ranst
be used and if’ a virus-check raust also be
perforraed. We could not throw awayr this
rechanisin in order to add a new anti-
SPAN measure,” said hs. Suzuki.

For these reasons, Ivlediatti looked nto,
and evaluated, available anti-SPA TV
products in the market which would
"collahorate with our exdsting rail filtering
service, without requining us to modify owr
etnail systern infrastructures " (Tvls.
Suzuki) One of the products Tiediatti
locked at wras irnatrix Corporation’s
matriscan APEX anti-SP AN appliance
which ineorporates Coromtouch
GlobalView Iail Reputation and &nti-
Sparn technology, This product was
recoraraended to Iediatti by their IT
system integration partner, Tenlogy Co.,
Ltd.

Tetilogy Co., Ltd. has beer watching
ratrizscan APEX with keen interest for
uite sorae titne becanse Terlogy believed
that today’s ernail users need a high-speed
anti-SPAM solution which can be
deployed without having to raodify their
exdsting ernail systern configurations. The
ratrizscan APEX was the solution
Terilogy found in the market that satistles
these requirernents.

Ilr. Takemasza Varnaraoto, matket
dewveloprent director at imatrix, descries
the product's advantages: "matriscan
APEX is an in-memory anti-SP AN
appliance which is completely transparent
to SIVITP sessions. It applies no changes
to any email messages passing through,
rieaning that this solution eanbe deployred
without ever modifyring current email
syatem configurations " (See Figure 1)

The transparent nature also provides an
added benefit of eliminating exaail delrery
responsibilities becanse it does not spoal
el messages. While other typical anti-
SPAN appliances in the market spool
el messages intermally, risking losing
thern in case of a systern failure,
matridscan APEX presents no such risk.

The processing speed is et another
atbrantage. Because matyiscan APEX
scans erail completely in-mermory, it can
process much faster than other products
which require ernail spooling onto a hard-
disk dirve.

Furthermore, matri¥scan APEX provides
a rnechardst which iraproves SPAN email
recogritions. It automatically obtains, in
real-tirae, the latest SPAM information
frorn the Coraratouch Global Detection
Center so that it can gquickly respond even

to the latest spararaing techrigques that
sparimers come up with,

Excellent SPAM Detection
Accuracy and Reliable
Performance Resulted

& frer carefilly exarnining and cornparing
anti-SPAM solutions from several

different suppliers, Mediatti selected
matrEscan LPEE, which was then
deployed in Noverdber 2007, Mediatti is
currently operating the matriscan APEX
in two configurations: (1) the SMTP
server and the matri¥scan APEX placed
behind, and ravaged by, the load-
halancer, and {2) the matri¥scan APEX
placed inbetween the load-balancer and
the SIWTP server.

Ivlr. Suzuki said, "Both operating patterns
required no rodifications to owr exdsting

system configurations. We just had to
connect the matriscan APEX
appliance, and performed a few siraple
operations on its GUT to set up
cortrnication with the LDAF server.
It only took us about half @ day." What
Ivlr. Suzuki mentioned is wet another
outstanding feature of matnscan
APEZ, the easy-to-use Graphical Tser
Interface. {See Screenshot #1)

A fter implementing the matriscan
LPEZ, Mediatti conducted a month-long
trial. "We obtained excellent results in all
areas including performance, religbilitsy
and accuracy of SPAM detection,” Mr.
Suzuki appraises the product wery highly.

'l receive less SPAM' - Users
Send Thank You Emails

Ilediatti is currently offering its
oustomers a service called "SPAM email
rnark-up service." This optional service,
inplerented by the matriXsean APEX,
appends distinct strings to eraail headers
-- "[SPAN]" for definite and
"[SUSPECT]" for suspected SPAT erail
ressages, allowing sach customer to
choose an action to be applied, whether to
recefve the marked email along with
others, automatically mose thern into a
designated Wehb mail folder, or
antomatically delete them.

This service is highly appreciated by the
Dlediatti customers. "After the
ratriscan APEX deployment, SPAN-
related custormer coraplaints were
dramatically reduced. We actually
recefved corplitments from our custormers
whio are happy about recerving fewer
SPAN email messages which enhanced
their productraty," said Iy, Suzuki.

Additional Features to
Enhance Mediatti NET
Services

The matrizscan APEX also provided
Mlediatti with unexpected benefits. MWr.
Suzuki said, "{The matriXscan APEX's)
alert feature is allowing ns to monitor in
real-time the current ernail transaction
wolurae and the SPAN ratio. We can
leverage such objective and quantitative
inforration to fine-tune our ermall
systern as well as to iraprove the level of
services offered throughout Ilediatti
NET."

Mediatti is considering the possihility of
expanded utilization of the matriscan
APEX fo manage their ernail
infrastructures; for example, applying
anti-SPAM measures on outgoing
messages as well as incorning, and
expanding resowrces in accordance with
an increased ernail server load.
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