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Spam and Malware Levels Bounce Back Post-McColo
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Introduction

The major Internet-threat related
news of the fourth quarter was the
downfall of one of the largest, most
notorious Web hosting services,
McColo, which temporarily reduced
global spam levels to one-third their
usual level. As a result, spam levels
during the fourth quarter reached their
lowest point for the year: 59 percent
of all email. Spam levels over the
course of 2008 ranged from 59 to 94
percent of all email sent on the
Internet.

Also throughout the quarter, as they
did during the rest of the year,
spammers and malware distributors
exploited legitimate sites to bypass
traditional content filtering
technologies. They hid their
illegitimate content on various
legitimate sites and employed social
engineering tactics (e.g. e-cards,
outlandish headlines) to trick users.

Additionally this year, user generated
content has undergone massive

Q4 2008 Highlights

B Streaming media and downloads are
among the top 10 Web site
categories infected with malware
and/or manipulated by phishing.
These are two of the most popular
categories within user generated
content sites.

McColo, one of the largest hosts of

cyber-criminal gangs was effectively

shut down in November 2008,

causing spam levels to drop to one-

third their usual level for several
weeks.

B Spam levels averaged 72% of all
email traffic throughout the quarter,
falling briefly to 59% following the
McColo closing in November.

B An average of 301,000 zombies
were newly activated each day for
the purpose of malicious activity.

B Brazil led in zombie computer
activity, producing 14.6% of
zombies at the end of the quarter.

B Spammers continue to exploit
legitimate sites like Google docs to
bypass content filtering systems.

expansion, and more and more users are blogging or participating in the
collective exchange of knowledge around the world. Malicious script writers
have branched out into the arena, introducing an increasing number of
blended threats and devising new plans to attempt to infect users’ machines.
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Effects of McColo Closing Felt Across the Web

The major event of the fourth quarter was the shutdown of San Jose, Calif.-
based McColo, a major Web hosting service, whose client list experts say
included “some of the most disreputable cyber-criminal gangs in business
today.” On the afternoon of Tuesday, November 11, the Commtouch lab
noted a sharp drop in worldwide spam. There had been steady growth in
spam levels over the past several years so this sudden drastic change was an
unusual occurrence.

Brian Krebs of the Washington Post blog was the first to describe how
backbone providers took McColo offline. McColo’s client list included many
pornography sites and companies like viruslivescan.com which installs
spyware while purporting to scan your computer for viruses.

Through the years, numerous spammers have been criminally prosecuted or
simply taken offline. but it rarely causes even a slight blip in spam graphs. If
there is any movement, it is typically overshadowed by other spammers who
fill the void with more spam of their own. In this case, however, there were
several weeks of spam levels that were meaningfully lower than normal.
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As seen in the graph, spam levels dropped abruptly when McColo was taken
offline on Tuesday morning, November 11. This drop, bringing spam levels to
a third of the normal volumes, was followed by nearly three weeks of
significantly lower spam levels and finally a slow increase.

By the end of Q4, spam levels had returned to levels closer to those before
McColo was taken offline.
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Spammers Exploit the Financial Crisis

In the wake of the global financial crisis, spammers have been exploiting the
situation by bombarding inboxes with emails purporting job offers, instant
loans and cash advances. As seen below, these types of spam messages
have been received throughout the world, with each message touting a
different currency and different benefits. The universal theme: the
opportunity for easy money in these difficult economic times.

=1 JOB OFFER - Unicode (UTF-8) - — SHREEL X

mEdit View Tools Message Help

™ Re y E% Reply All ® Forward l;! sl

& Get $100 to $600.in your hand in an hour. Why wait? It's all done online. IZHE|@|
i

fle Edt Yew Tools Message Help

* 4 EE

From: Maxwell Sola From: AUS Advance Loans

. ; Date: wednesday, October 15, 2008 D7:48 PM
Date: Wednesday, 19 Movember, 2008 06:04 i

To: undisclosed-recipients:: Subject: et $100 to $600 in your hand in an hour, Why wait? It's all dons oline,
Subject: JOB OFFER -]

V1007 ¥300 10 30 DAL 1NN VEIE 5 3000 Dulve. CIiK bere

A new job opening, If you are interested, kindly reply immediat
This space is opened till the 22rd of NOVERMBER, 2008

NB:REPLY DIRECTLY TO ME HERE: - *. 5774 . y@live

& Borrow up to £1000 instant decision - Unicode (UTFE-8)

. Fle Edit Mew Tools Message Help

From: PayDay LoanFinder

Date: wWednesday, October 15, 2008 10:42 AM
To:

Subject:  Borroww up to £1000 instant decision

If you are having dificulties viewing this page, please view online.
LoanFinder
When you need a |loan fast - one application
multiple lenders

« Apply online - instant decision

« Cne application and we check all the main lenders faryou
» Confidential and secure

« MNofaxing or other inconveniences

s Tenants and norrhomeowners welcome
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o
APPLY NOW 5
4 [0}
g
Up to £1000 in your account as soon as today 3
3
The application process takes less than a minute, and the loan can be g
available in your account as cleared funds as soon as the day you apply (if o
appraved before 3pm on a weekday) a ':_’_
-1 &
192}
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Presidential Election Fever in Spam and Malware

November 4 was Election Day in the United States, which prompted a flood
of spam and malware related to the elections. Some spammers sent emails
inviting users to participate in pre-election polls in order to win gift cards and
T-shirts. Some of the links led to phishing sites stealing personal information
from unassuming users or to malware sites that downloaded malicious
software onto computers.

Many of these messages appeared to be genuine including an option to
unsubscribe and a summary of program requirements as seen in this

==
Source: Commtouch Labs

O example:
o
-O From: election0E
! Date: Monday, October 27, 2008 07:45 PM
To:
q) Subject:  Cast your vote, YWho will win the 2008 election?
— ~
Speak your rind, who would you like to be the next president? Answer now for wour chance to get a T-shirt and a $30 T
Dining ift Card. Besides, is that not what the 1st amendment is all sbout?
m bt af, s st st ot onF e o Leern T Long Ly o
4_) Which 2002 presidential candidate is srour finorite? Wote now by clicking below for srour chance to get a FREE T-shirt
(U and $30 Restanrant Giift Card. (Participation recuired. See helow for details )
G) Citpee el st Ler vt we Y wmid A Lepheems
Which candidate are sou hoping will win the presidential election? Visit below to ghve wour opindor, then follow the
c instructions on the webgite to get a T-shirt and a $50 Dining Gift Card!
I bt ow bpoe’ o whar o v lad we! e ustadc om0 um
.I_J To unsubscrbe from future advertiserments from e-FesearchCouneil com, go to:
q) P e e D amet S s S 3 s B Y i AT AT
L SUMMARY OF PROGEANM FEQUIREMENTS. To recerve the reward you must: 13 be a 115, resident at least 18
q) wears of age or older; 2) register with valid information; 3) coraplete the following reward offers: 2 Sibver offers, 1 Gold
offer, and 1 Platinrn offer (&vailable reward offers will wary. Some reward offers require a purchase. Credit card offers
4—) may require wou to actrvate the card by making a purchase, transferring a balance or taking a cash advance.); and 4)
C follow the rederrqption instractions. All prograra requirernents roust be completed within 60 days of the date of
registration. Please visit our website to read the complete Terms & Conditions.
—
£ Do Zeart Mool Coanis an independent reward prograra for consurmers and is not affiliated with, sponsored by or
endorsed by any of the listed products or retailers. Trademarks, service marks, logos, andior domain names (including,
w without liritation, the mdividual names of products and retailers) are the property of their respective awners. Copyright
O L@ 2008 < 1 s~ WO~ il -1, an eSolutionslledia net, Inc. website. A1 rights reserved. Click Here
o You are recelving this E-Ilail because you have shown your interest at wcorn on 2008-03-14 03:29:54 with the
IP address :
@\ =
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After the election, there were several outbreaks of Barack Obama-related
spam and malware messages. One outbreak was a simple blended threat
that offered to show recipients the Obama acceptance speech, but instead
downloaded the malware executable barackobama.exe. After the election, a
new wave of Obama spam surfaced advertising an Obama sex scandal.

Below is a sample from an outbreak that began November 5, the day after
Obama was elected:

From; i pragajent center [nevweBbbc.com] Sl Wed 115000 542 AM
Tot

wal

Subdrts e far e M Pregadent - TIME

Altachrenti:

Barack Obarma Elected 44th President of United States
Barack Choama, unkrawn to most Americans just four vears ago, will become the 44th president and the
st African-American presdent of the United Seates

Watch His mmazing speech at Movember 5!

Proceed to the election results news pages>=

2008 American Giovernment Official Website
This site: delivers information aboat curent U5, Foreipn policy and about American [ife and culhee.

sge7 ydnojwuwo) :324n0s

In a separate outbreak less than a week later, malware was included as a file
attachment, zeland-01.zip.

The messages pictured

here were sent from & Barak Obama sex scandal - Cyrillic (KOIZ-R) |
zombies (a ka bOtnetS),  Flle Edit Wew Tools Message Help o
WhICh are typlca”y From: EUGENIUE MOMEyYaUm

home computers that Date: Tuesday, Movember 11, 2008 11:56 AM

have been taken over iz man

Subject: Barak Chama sex scandal
Attach:  |[E]zeland-01.zip (32.5 KE) |

by spammers or
malware distributors,
and tend to come in
and out of use as they Baralr Obama pOrn wvideo, file attached, watch ki
are needed. The best
way to block such
messages is to use an
email filtering solution
that blocks zombie-
generated mail based
on the sender’s reputation, rather than to rely on an anti-virus solution which
may or may not have a signature for that particular variant.

sgeT ydnojwuwo) :324n0s
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New Blended Threat Outbreak Reminiscent
of First Storm

In mid-October, a new blended threat outbreak surfaced with subject lines
and contents that were reminiscent of the original "Storm” outbreak from
2007 which created outlandish headlines to socially engineer people to open
malware.

The latest case included headlines that were more topical to the events of
September and October, including:

B Private investigation report on your colleague

B Iran announces completion of nuclear weapon

B Afghan capital in
mourning

B India makes first
nuclear bomb

B Sony stocks dips as
president dies

Bill Gates and familr hel =nd roh :-_,.'__ an famibr homne -

From: MeKinnon

Date:

To:

Subject:  Eill Gates and Family held and rabbed in Family home

Obama and party feared desd in plane =rash bitpfaewesenc an., oriabout. =ml
There were also some

celebrity and movie-related
themes, such as:

No wiruszs found in thisz outgoing message.
Checked by AVG - http: f/ www. avg. com
Version: 2.0.138 f WVirus Database: Z270.5_0/15E5L5 - Pelease Dat

B The loves of mini-me
B Nicole Kidman
bedroom pics revealed Source: Commtouch Labs

Spammers typically employ randomizing tactics to change message subjects
and bodies automatically, thus cloaking the mass distribution and evading
some anti-virus or anti-spam engines. In most of these Storm cases, the
“randomize” function was not optimized and the subject line and the contents
did not match. For example, in one message where the subject was “Bill
Gates and family held and robbed in family home” the content of the
message read “"Obama and party feared dead in plane crash.”

In this outbreak, malware files were placed on legitimate (but compromised)
Web sites in order to bypass email filtering solutions. This placement
demonstrates the need for Web security solutions to analyze Web sites’ full
depth, and not just block or allow based on the domain since in these cases,
the domains were all legitimate Web sites. Clicking on the links forced an
automatic download of watch.exe, a malware executable file.
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Chinese-Language Spam and Blended Threat Malware

At the end of October, a growing trend
emerged in the spread of Chinese-
language spam and blended threat
malware. Here is an example of a recent
outbreak of Chinese e-card messages, a
blended threat where email messages are
sent as spam containing links (and in this
case an HTML attachment) to malware
sites.

Both the link within the message and the
attached HTML file lead to the download
of the malicious boss.exe malware.

From:
Date:

To:

Subject:

Attach:

& [[LCCLLCLE - Chinese Traditional (Bigh)

shermen Hsieh

Monday, Octaber 27, 2008 09:10 AM

R+ RERERAE

EEX

© File Edit ‘iew Tools Message Help o

| ] o b €391 bytes)

HEEREBEFEENE

NBABRER LR 7 vahoo FEE FEH2. 08 B4
R, EHEKEFLAH | - EFHERI

Source: Commtouch Labs

Another outbreak in mid-November included Chinese messages arranged
vertically as seen below; the vertical alignment helps bypass content filters
that scan text horizontally. In this example, a construction material company
was promoting a sale, with details including URLs:

rd95420@zacbao.comP AE AE ARG AF AT - Chinese Simplified (GB2312)

Al I8 Forvard | i1 7| 1
e
Friday, 14 November, 2008 06:19

To: 495420
Subject: SAEAEAMBARBAT
& I~ Viglzlsmlgimligla W | 5 LN E =2 MIS gl l21e U Imls]-
blFIRIO A, Tal, s, D, [STWIFFIHL, gl B INIZIRl&], <& ]EH]-
Zlmlals |~ IElolzl bl IR [WlRITIE@El 1|3 galFIclmlmimig] Hnlzl-
Elslal. | ITIRIBIZBIMISISIF]. ZITIAIFIOI-IBRIZIxl. [FISIHIE]D 1&IR]-
ABIENVIEI@AL 18 I81F]. =], [ FIeIFEIPBIE|[0IS (B IRI-I31&mnl 31w rl-
ZlE|lROIWIMmITLHI#IE] II@] ] | [2RI0|A @& @]~ [alRIB1R] " [Hlnl-
Zl@AIR]. |Gl l&lzmI8IE& I Z2IV]5l/1&%x|ali@l, [£]. [sI2l01F]- 124l -
ClalElzlalalalbIR® ml. (Bl @8- NalElelE alo b lml e 1E ] -
EIa ]S g [k 1 T |2 0 | 5 G R =n  s FlmlEl2 15 3 =8 il -
FlAITIEIZIS]. [ElH]F Wl ] | ]k wml. |24 & #lml. 18] 7]~
N EAb A b AR S : WIZIEI21X]018 ® #1= |9 ! AIEICIH M-
Z|EIRIE], =8 £ A AR # ERERE: & Rigloldlkl-
EIRI. ILIEItlF BIOJE]" W] 0| iz EREAES I3 wIEIMIEBIE] -
BlslamliHlTIn i BT 214000, B AlFEla & Bl /1215~
) gl l&l, |& # NEIEIRIENS B . &~ A ~IEr Ikl -
L MilIRIZ|E B wlmIE] @ A i EREENE-- ~ glmlt]. [&/]-
iz sl IRl® ” Slgle]| v -~ ) e | W | B B B Hl-
A Slul24r], 1 N E-R A k-3 w BlElx % szl A -
; Alololxln 2 [ e R & 1R = i i wlEl: El-
AL710]. 13 i) E|lxw|al|E A S S|Fl& i A |-
= Sl lolelR i3 mle 1%l < 0 O |E 4 I EL|E| 4 s |-
X I AR =5 7 #lc T % Alela it H|iE]- < -
wmlolwlal. Hir . BN SE: El N P 3 “lela -
5 BlIOI&IRIE . kS % g 5 B = = &S -
& Sl IEHI -8 el i) 2] Lk ; E A B HIF =
® Hlulal-1= ; T sla Z ] g b T =
. 21. 1&l-1a & i§ i ol 5 A J o T -
& 21Cl. |EI® 5 i} i ok 3 x k i 3 F -
=) o % . ; # cl, o A E 4t . =
# M o | JB 3 o|&E 0 &= : 8 s -
ke R o = A b 8] £ s =1 L —

Source:

Commtouch Labs
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The Resurgence of Image Spam

Image spam experienced its heyday in early 2006 and began to taper off as
anti-spam filters improved at blocking it, which decreased profitability for
spammers. In November, however, there was a brief resurgence of this type
of spam.

As seen in the following samples, image spammers kept the content nearly
identical but slightly altered the image to try and confuse anti-spam
technologies that analyze images based on optical character reading (OCR);
in the second example, the image sits at a slight angle. Both images include
URLs embedded into the image.

Source: Commtouch Labs

)
| -
C From: brooke mimi
q) Date: Saturday, Movember 15, 2008 12:40 PM
| - To:
o:
I Subject:  Fu: & ... E”E”S_q
m © File Edit Wiew Tools Message Help ."
-+ Cheapest cniine! -
(U I'-u'iln?l?-'a low 5.0 $j:.|.;.§ Fronn: hugh"g williarn
Q wPxL ,fu'ﬂ Date:  Sunday, Movember 16, 2005 11:39 AM
. - Femae Viag $1.59 To:
i an Tlamajc-II % ?;gjg Subject:  Fw:
|— WWW.IeLi.re. « f.com ~|
just type in address bar of your ) ==
) browserthen click enter \E;?:ﬁqul’m' fid
gaat O BB . #1415
Q R .. $1.99
it | 4053
- Get our grant for your feeling =elll 1! Female Viaga .. ¢150
L Tamadoll .. ... $.3'3g
q) </HTML Lgwibrm ; :_,_, ______ inas $2|'__:B
_HHHHWHJI'_' Bocoom- . r.cum
-+ Mysk T¥PE in address bar of your
- browserthen click enter
=
w W ot at once!
o =HTML “':
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Google Docs Spam Makes a Comeback

Throughout 2008, spammers have been exploiting legitimate tools (or what
appear to be legitimate) like Google Docs, Flickr, Blogger and Blogspot for
illegitimate activities. This quarter, a new outbreak using Google Docs
emerged.

SITETOUR SUCCESS STORIES - DUTE RMFQ ] '\ﬁ [ fmertser rm 1 st pammerand?

JOIN NOW - FREE!

LEATIANE
{rwmis lamrwoids
Fpmnter Famiwionds
E-rualr

P

LSRN Man sesong 3 'foman _?J

St Lided Sinies |

P | Lormney _-;-;:_1_;;-.- i?_ﬁ.‘?vl

8 et e Iy (T 4 PrapT]

[ JoinNow: .

Source: Commtouch Labs

One advantage of hosting content on a system like Google Docs is that the
spammers can leverage Google’s strong reputation. This helps email
messages that contain Google Docs hyperlinks to get past traditional anti-
spam methods. Many traditional filtering solutions do not have the depth-of-
knowledge necessary to block one Google Docs link (containing the spam
content) vs. another one (containing legitimate content). Using a legitimate
site like Google Docs to host spam content will either bypass traditional email
and Web filtering solutions, or “train” them that Google Docs is corrupt,
which leads to false positives, i.e. blocking of legitimate content.

The Google Docs spam outbreak pictured above took place at the end of
November, and advertised dating and pharmaceuticals.
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The landing pages have a much
more professional look than earlier
Google Docs outbreaks.

Real Security. In Real Time.

Ble BB Vew ooy Bl ok dep

< O G (e e ol

Click Here for Free \iagra

All Meds are onsale today

g

Wiagia

Commtouch Recurrent Pattern @ ;@ e @ S
Detection Technology blocks this ' . = *;
i 8 U Rt e R
type of spam because they are g
identified based on the recurrent el ? o B
patterns in the message outbreaks. = = g
e e 5
In early December, another such —— s €
. RAE ) e 4351
attempt to exploit Google Docs E
surfaced. The emails appear to have o oy Wmes g
been sent from Google Docs using
the “Share” function and every recipient is a Gmail user. The text of the
message contains completely unconnected “services” being offered - both
prescription drugs and gambling.
o =] 3 Hello, sre you ready? - Message (HTML) lgﬂﬁ
l-"} Hessage o - - - - 'Jl
From: Google Documents [noreplyBgoogle. com] on behalf of Sent Tue 09-Dec08 05:42
£ I@gmai.com
Tox . grail.om'; ! +@gmai.com’; vggmail.com’; Ggmai.com’;
e sipgmail. com’; Sgmal.com’; Somal, com’ Bomal.com’;
hgmad. com’; | Bgmad com'; ' Epmad.com’; " _ Lisgmal. com’;
y >ifgmad.com’; " Bgmaid.com’; 1 1@gmaill.com'’; 'c ripmad, com’;
Ce
Subject Hello, are you ready?
Best intemet Online drugstore. best price.
http'worw guardian co.uk bibiwhn tk'best drugstore huml
hetp./dl gerdropbox comw388576 ufuhobesvg htm
Fantastic Online Casino. US Plavers WELLCOME! 24008 bonus!
http: worw guardian co.uk mkttpgd tk'casino 2400 html
0n
hetp:/dl. getdropbox com w395 159 ozvbicikot hm 2
8
9
3
3
]
Mary Christmas S
=0
5
| &
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Culture Clash

Spam is written in nearly every language; sometimes Portuguese-language
spam is circulated in Russia or Chinese-language spam finds its way to Italy.
Recently, the translation of some German language spam into English,
yielded proof that cultural differences carry over into the world of spam,
beginning with the fact that the email - selling sexual enhancers - was
written in third person to denote respect, something that does not typically
occur in English-language pharmaceutical spam outbreaks.

One of the paragraphs
reads:

=)

File Edit View Tools Message Help

Life is too short — enjoy it | ymmr s G et
to the fullest. o

Date: Tuesday, 25 November, 2008 14:11
To:

Money can’t buy Subject:

everything! (like) the _ ‘ — _
Haben Sie das Gefiihl, dass die Potenz wihrend des Sex nachlisst? Es lauft im Bett nicht mehr wie frither?
poten cy an d Steadfastn ess "Kommen" Sie zu frith? Oder haitten Sie einfach getne kingeren und intensiveren Sex?

of over 30 minutes now! Das Leben ist zu kurz - genieBien Sie das in vollen Zugen
Mit Geld kann man nicht alles kaufen! Die Potenz und tiber 30 Minuten Standhaftigkeit schon!
. Mit unserem Produkt vergessen die Potenzprobleme und haben wieder Spall am Sex. Wir haben genau das
And another part reads: Richge e Siel

Das Geld kommt und geht - unvergessliches Sex-Erlebnis bleibt und schlieBlich ist das die schonste nebensache
der Welt!

Money comes and g oes - Bestellen Sie noch heute und vergessen Sie [hre Enttauschungen, anhaltende Versagensangste und wiederholte

(but the) unforgettable peinliche Situationea!

sex experience remains Nur fur kurze Zeit - vier Tab. umsonst erhalten
forever, and after all this
is the next best thing in
the world!

Source: Commtouch Labs

Order today and forget your disappointments, persistent fears of failure and
repeated embarrassments!

The link pointed directly to the same Canadian Pharmacy that is notorious for
sending spam in English with messages like “Impress your

girlfriend; "apparently spammers are segmenting their target markets with
different messages just like legitimate marketers.
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Spammers Continue to Exploit Legitimate Sites

Electronic cards containing
malware have become an To:
annual holiday tradition just like
sugar plum fairies and the
partridge in a pear tree. The
latest trend amongst malicious
code writers is a plain text or Hll!
very simple email that appears
to have been sent from a
legitimate e-card source. When S
an unsuspecting recipient clicks
on the link, Trojan software is
downloaded onto the computer.
Sometimes a user may be
prompted to download a plug-in

Hope to see you soon,
Your friends at Hallmark:

view our policy

From: <postcards@hallmark.com:>

Date:  12/2/2008 4:33 PIA
Subject You've received A Hallmark E-Card!

-
allanank_ | Shop Online | Hallmark Magazine | Cards & E-Gards | In Gol Crawn Stores

You have recieved A Hallmark E-Card.

You have recieved a Hallmark E-Card from vour friend.
To see it. check the attachment.

There's something special about that E-Card feeling. We invite you to make a friend's day and

Your privacy is our priority. Click the "Privacy and Security” link at the bottom of this E-mail to

Hallmark.com | Privacy & Security | Customer Service | Store Locator

sgeT yonojwuwo) :921nos

to receive the holiday greeting,

or the link may simply lead to a site that downloads the Trojan automatically.

Note the prompt to open an attachment on the above example of a fake e-

card greeting.

£ Classmates Re nic 200 Your Classmaics L.-1.<., ig meet it hyu - vrillic (indows =[5
File Edit View  Tools sage Help
#® Reply @ Reply All # Forward | g P EE

From: Classmates Member Center =
Date: Saturday, 27 December, 2008 08:11
To:

|| Subject: Classmates Reunion Soon - Your Classmates Are Waiting to meet with you

{@classmates.com=;

Your Classmates Events: Reunion January 10th 2009

" With pride and joy we invite you to share a special day in our lives and join us for the Class Reunion on Friday.
Jammary 16th 2009

Bring the gang from Our High School back together again!

Great party - from start to finish! "

Proceed to view details:

hitpr/video.classmates corporate user-
installationsadobeflash10_com/reunion2009 htm?/processLogon/ INWITATION=RP1E" ( Ziwr I8P |

Celebrate a special occasion and join us for the Class Reunion on Sunday, January 10 2009.

With best regards. Katharine Saunders. Customer Service Depariment.
Copyright 1995-2008 Classmates Online. Inc. All Rights Reserved.

Source: Commtouch Labs

Another site that has been
targeted is the popular
Classmates.com. An outbreak
in December enticed

recipients to download a plug-
in with the promise of seeing

a video montage of their
graduating class. Like the

fake Hallmark emails, these
“plug-ins” are actually Trojans.

Many content-based filters do
not block messages that
appear to come from
legitimate sites in order to
avoid blocking valid messages
(i.e. false positives).
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Web Threat Trends: Malware and Phishing Sites

During the fourth quarter of 2008, Commtouch analyzed which categories of
Web sites were most likely to contain malware or phishing. Internet users may
not be surprised to find that adware and prescription drug sites may be infected
with malware or phishing schemes, especially if they have reached these sites
via spam messages. What may be more surprising is that many Web-based
email sites, search engines and sites promoting the use of tobacco and alcohol
are also in the top ten lists of infected sites.

Rank Category

Criminal activity
Advertisements & pop-ups
Phishing & fraud
Web-based email

Spam sites

Health & medicine
Download sites

Search engines & portals
Gambling

Sex education

OVLONO UAWNR

Source: Commtouch Labs

Rank Category
Criminal activity
Advertisements & pop-ups
Hate & Intolerance
Illegal drugs
Violence

Alcohol & tobacco
Job search

Social networking
Download sites
Gambling

OLVLONOUTA WNR

Source: Commtouch Labs
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Web 2.0 Trends

In an analysis of six of the most popular user generated content hosts, art
was the most popular subject covering more than 16 percent of the content
being generated. Following closely behind was entertainment (16 percent)
and computers and technology (11 percent). Pornography and sexually
explicit content placed fourth with 9 percent.

When evaluating user generated content in relation to malware and phishing,
some of the most popular categories appear on both lists. Streaming media and
downloads, for instance, are among the top 10 Web site categories infected with
malware and/or manipulated by phishing. They are also two of the most popular
categories within user generated content sites.

Most Popular User Generated Content

Leisure &

Q4 2008 Internet Threats Trend Report

Recreation
5.12%
Travel
5.23%
Nudity
5.42%
Sports
5.79% Streaming
Media &
Downloads
7.38%
Source: Commtouch Labs
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Newly Active Zombies

Real Security. In Real Time.

The lifespan of zombies is very short, and according to Commtouch Labs, the
fourth quarter saw an average turnover of 301,000 zombies that were newly
activated each day. The graph below shows the newly active zombies each day

throughout the quarter.

Q4 Newly Active Zombies
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Zombie Hot Spots

11/2008 12/2008

Two newly added domains to
the top ten zombie hot spots,
both based in Brazil, are:

Rank Domain # Zombies
B brasiltelecom.net.br ; ieggzp-t”et-br %%1(15
B veloxzone.com.br Zlclebalcl '
3 tpnet.pl 22,624
. 4 brasiltelecom.net.br 20,953
Those that s!lpped below the_ 5 ttnet.net.tr 20,315
top ten ranking among zombie 6 telecomitalia.it 18,501
hot spots at the time of this 7 asianet.co.th 16,354
report include: 8 ukrtel.net 16,025
9 veloxzone.com.br 14,369
B verizon.net 10 airtelbroadband.in 9,840
B mtu-net.ru Source: Commtouch Labs
Q4 2008 Internet Threats Trend Report Page 15
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Three of the top ten zombie hot spots are Brazilian service providers and as a
country, Brazil is responsible for more than 14% of the zombies produced
globally according to the Commtouch Zombie Lab.

Top Spam Topics

In spam topics, pharmaceutical spam regained the number one spot with 42%
of all spam, compared to the previous quarter, where it had temporarily dropped
to 19%. Sexual enhancers fell from the number one slot, comprising 23% of all
spam in the third quarter, to only 7% in the fourth quarter of 2008.

Topics of Spam Email Q4 2008

Pharmacies - 42% Enhancers - 7%
Replicas - 15% Casino - 6%

Other - 14% Mortgage/Loan - 3%
Pornography - 12% Software - 1%

Source: Commtouch Labs

Spam Levels
Spam levels averaged 72% of all email traffic throughout the quarter and

peaked at 94% in October, pre-McColo, then bottomed out at 59% in early
December, post-McColo.

2008 Spam Levels

100%
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Q4 2008 Outbreaks in Review

October November December
Economy Holiday
Outbreak Chinese- Image Spam e-Cards

Language Resurgence Obama Spam Outbreak

Outbreak

Outbreak

Election Spam

Storm-like Blended ~ OUtPreak McColo Google Docs ~ Classmates.com
Threat Closing Spam & Outbreak
Malware
Comeback

About Commtouch

Commtouch® (NASDAQ: CTCH) is the source of proven messaging and Web security
technology for scores of security companies and service providers, founded on a unique cloud-
based datacenter approach. Commtouch’s expertise in building efficient, massive-scale
security services has resulted in its patented technology mitigating Internet threats for
thousands of organizations and hundreds of millions of users in more than 100 countries.

Commtouch technology automatically analyzes billions of Internet transactions in real-time to
identify new threats as they are initiated, protecting email infrastructures and enabling safe,
compliant browsing. The unmatched suite of Commtouch security offerings is based on
patented Recurrent Pattern Detection (RPD™) and GlobalView™ technologies, which work
together in a comprehensive feedback loop and offer equally effective protection for all
languages and formats.

In the past year, Commtouch was awarded Frost & Sullivan’s European Messaging Security
Technology Innovation of the Year Award and Deloitte’s Fast 50 (Israel) and Fast 500 (EMEA)
awards.

Commtouch was founded in 1991, is headquartered in Netanya, Israel, and has a subsidiary in
Sunnyvale, Calif.

Stay abreast of the latest trends all quarter long, at the Commtouch Café:
http://blog.commtouch.com. For more information about enhancing security offerings with
Commtouch technology, see www.commtouch.com or write nospam@commtouch.com.

© Copyright 2009 Commtouch Software Ltd. All Rights Reserved. Recurrent Pattern Detection, RPD, Zero-Hour
and GlobalView are trademarks, and Commtouch is a registered trademark, of Commtouch Software Ltd. U.S.
Patent No. 6,330,590 is owned by Commtouch.
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